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National Critical Information Infrastructure Protection Centre (NCIPC), #IRd
T g f&ame 11-20 April, 2025 &t XTSI Third National Level Critical
Information Infrastructure (Cll) Security Exercise (Cll SECEX 2025) & AN
Track-3:Strategic Exercise: (19-20, April, 2025) # ufa# & & 3oUo
TraR AR e & vaegry Aeaad 3wl o arfda fovar srar &:-

Track-3:Strategqi rcise: (19-20, April, 2
S.|Organization]| Name |Designation| Contact Email |Nomination| Area of
No (Mobile) for location|Expertise
1 UPPCL Prateesh| Executive [9651554444|Prateesh. Delhi SOC, GRC

Pranjal | Engineer & Pranjal
Ciso @uppcl.org
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gfaiam B AN TT HTAAIF HAAE g U

HYTET, SoTe U HITURAA fore, A Ha, T@AF P WY HTADAY |

TaAYy fAGLAF, Sofe Tray HIURAA fore, ARF a7, T@WAS & T HTaADAY|
fAEUF (FoWo TT UATo/3TE0EN0), SoWo Uray HTURRAA oo, AT Had, T@WAF|
IR TG (TUA/EA), SoTo rax FHIURLS fore, oUfeh #1aa, F@a5|

30 APYEAYS (r@n unaEa/AR/Raa gaays), Sowe wray waner fore, ufe
A, TS|

AT Teirer ursTe, JfRemEr 3fdaar, 3gedte &t Shri Navin Kumar Singh, DG,
NCIIPC & g3 @3- XXXI1/03/CII-SECEX 2024-3506 f&ais 19-03-2025 &
ot afed oravia 3§ FEe & @y afta 6 3mafoa erdes & gaa7g
ufarsmar seem glafa oY
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NCIIPC is organising the third National Level Critical Information
Infrastructure (Cll) Security Exercise named Cll SECEX 2025 from 11-20 April
: 2025. The exercise will be in three tracks as mentioned below:
i'q Py i Track-1: Cyber Security Training and Operational Exercise

(S sty gmR TRiEis program will encompass 06 days (11416 April 2025) hands on
SEHT  training followed by 03 days (18 -20 April 2025) hands on operational
exercise (17 April will be break day) held simultaneously at 4 locations
Wacross the country viz. Delhi, Mumbai, Bengaluru & Kolkata. There will pis,,o‘
She 03 parallel training and operational exercise sessions for participants ——
3 yiz IT, OT and SOC. Each nominated officer can participate in one of

A these three tracks based on their work area/ skills requirement.

: “[ : e
B ITW,.Q_ _ ii.  Track 2: Advanced Operational Exercise :
\E‘i This year NCIIPC has introduced two parallel advanced level operational

exercises on IT and SOC themes. This is a 3 day program aimed at

participants who have sufficient knowledge and skills in IT (Data

24 Centre, Cloud operations, IR Team, Threat Hunting team etc.) and SOC
related work. Both these advanced exercises will be held during 18-20

( dea TR ) Apr 2025 simultaneously at New Delhi and Mumbai. This would help

:?“WW gsPrganisations and their Cyber Defenders to beef up their skills to
e defend against the latest and most sophisticated threat scenarios.
\& ; 9 ii. Track 3: Strategic Exercise
-;7-.._ 3 A 2-day long exercise for Senior Management level officials (Viz. CISO,
P 3 0 CTO, CRO etc.) of Critical Sector Entities dealing with Cyber Security
i 9 related issues and policies will be held during 19-20 Apr 2025 at New
T | = Delhi.
0 | o =
T 2.  These exercises have been designed to provide your officials a unique
o opportunity to assess and improve their cyber defensive skills and facilitate

exchange of best practices among the peers.

Block II1, Old JNU Campus New Delhi-110067 Toll Free: 1800 1144 30
E-mail: dg@nciipc.gov.in i
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3. You are therefore requested to nominate officials fron.'l youI:
organisation for participation in Cll SECEX 2025 based on the slots iheae
track allotted to your organisation (details given in attached proforma).

4.  Details of nominated officials may be forwarded to this office by 27 {\Aar
2025 in the attached proforma. As slots for the above-mentioned exercises
are limited, selection of officials will be on first cum first serve basis. Absence
of nominated officials may be avoided to prevent wastage of premium
national level training resources.

(Navin Kumar Singh)
DG, NCIIPC

Dr. Ashish Kumar Goel, IAS
Chairman
Uttar Pradesh Power Corporation (uPpPCL)
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Details of Nominated Officials for Delhi

Track-1: Cyber Security Training and Operational Exercise (OT): 11-20 Apr 2025)
Nominations Required: 02 Participants

S. |Organisation | Name | Designation Contact | Email | Nomination |Area  of
No (Mobile) for Location | Expertise
1 Delhi

Delhi
2. Training and Operational Exercise (SOC): 11

Nominations Required: 02 Participants

S. [|Organisation | Name | Designation Contact | Email | Nomination | Area of
No (Mobile) for Location | Expertise
1. Delhi

Delhi

3 Track-3: Strategic Exercise: (19-20 Apr 2025):

Nominations Required: 01 Participant

8, Or-ganisation Name | Designation | Contact | Email | Nomination Area  of
No (Mobile) for Location | Expertise
(Delhi only)
1. Delhi
Note:

(a) Each participant is requested to bring a laptop. Detailed Configurations would be
forwarded shortly.

(b) Nominated officers for Cyber Security Training and Operational Exercise may be
directed to report at their respective location provided in nomination table. Detailed
address of the venues will be intimated shortly.

(c) Nominated officials for strategic exercise may be directed to report at New Delhi
by 08:30 Hrs. on 19 Apr 2025 with preparation to stay in Delhi till 20 Apr 2025.

(d) It is desirable that nominated officials for Advanced IT should be working in
areas like Datacenter, IT Security, Cloud Operation, IR Team, Threat Hunting Team,
etc. Whereas, nominated officials for Advanced SOC should be working in Security
Operations Center (SOC) with well-versed understanding of SOC/SIEM technology,
threat modeling, log parsing/analysis, L3 operator etc.
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(e) Seats are limited. So first cum first basis selection will be made. >

(f) If you want more seats under any head, the numbers may please be indicated so

that we can check availability and respond.
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